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Research Excerpts File

This document contains excerpts and resources from websites pertaining to the subject of internet safety.  There is information about various forms of cyber abuse, such as cyber bullying and cyber solicitation contained in these websites.  Included as well are lesson plans for educators and counselors on the topic.  The document also contains advice for parents on how to utilize the internet safely, avoid cyber abuse, and intervene when dangerous situations arise.
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I-Safe Inc.
http://www.isafe.org/
I-Safe Inc.is a non-profit organization working to make the internet a safer place for our youth.  It offers guidance curriculums and outreach programs for students, teachers, and parents.
Samples of Lesson Plans are found under the following link:

http://isafe.org/imgs/pdf/erate/E-Rate_Curriculum_Sample.pdf
Virtual Training Academy:

http://vta.isafe.org/
I-Parent Survery:
http://www.isafe.org/nac/index.php?type=parent
Kids Health
http://kidshealth.org/
Kids Health is a website that offers information to parents and children about typical health, behavior, and development of children from birth to teenage years.  There are various topics addressed, one of them being technology.
An article on safe surfing on the internet for teens:

http://kidshealth.org/teen/safety/safebasics/internet_safety.html#
An article on cyberbullying:

http://kidshealth.org/teen/school_jobs/bullying/cyberbullying.html
An article on protecting identity on the internet:

http://kidshealth.org/teen/safety/safebasics/online_id.html?tracking=T_RelatedArticle
Connect Safely

http://www.connectsafely.org/
Connect Safely is a non-profit organization dedicated to giving parents and educators a voice in promoting online safety.  The websites contains tips and the latest news for parents and children.
Internet Safety Tips:

	Article Title 

	Kids' Virtual World Safety Tips 

	Virtual World Safety Tips for Parents of Teens 

	Tips for Strong, Secure Passwords 

	Tips to Prevent Sexting 

	Tips to Help Stop Cyberbullying 

	Social Web Tips for Teens 

	Social Web Tips for Parents 

	Cellphone Safety Tips 

	Top 10 Safety Tips for Video-Sharing 

	Chat Room Safety Tips


Wired Safety
http://www.wiredsafety.org/
Wired Safety offers resources of information on cyber abuse issues and methods for preventing and intervening.

Help Resources:
· Report cybercrime
· Live help
· Internet 101
· Ask Parry!
Stay updated - get involved 
· Help spread the word 
· Subscribe to our newsletter
· Link to us
· Take our cyberbullying poll
· Take our NEW survey
· Visit our online store
· Become a volunteer
HOT topics 

· Blog and Diary Web sites
· Cell (mobile) phones
· Cyberdating
· Child pornography
· Scams and fraud
· IM and SMS text messaging
I Keep Safe Internet Safety Coalition
http://www.ikeepsafe.org/
I Keep Safe is a website whose mission is to provide parents and educators with the information and resources to teach children how to use the internet safely.  The website has storybooks about Faux Paux the Technology Cat for young children to learn how to use the internet safely as well as video presentations and tutorials for teens.  I Keep Safe has tips and activities for parents to implement at home as well as class presentations or in-school use.
The three main risks associated with all connected technology are:

· Inappropriate Contact –Teach kids how to recognize and protect themselves against contact with cyber-bullies, hackers, phishers, and predators. People aren't always who they say they are. Teach kids to keep away from Internet strangers:  the Internet is a place to enhance existing relationships, not a place to meet new people.

· Inappropriate Content- This includes both content that is viewed and content that is uploaded by kids. Help kids understand that the Internet is forever: everything they post online is tracked and stored and will follow them to future job interviews and college entrance interviews.

· Inappropriate Conduct – Because the web environment can feel anonymous, some youth become dis-inhibited. Teach kids that the Internet is a public forum: anonymity is a myth. Help them be the good person online that they are when they’re off line.

Resources for Kids (games, stories, etc.):

http://www.ikeepsafe.org/iksc_kids/
For Parents:

· Hot Topics
· Videos & Tutorials
· Family Fun Lessons
· DARE Activity Center
· Online Safety Digest
 For Educators:

DARE Activity Center
Educational Materials
Get Involved
Project PRO: Privacy and Reputation Online
D.A.R.E. Cyber-bullying Evaluation
Optimist International Community Resources
C3 Matrix
Quick Access Online Directory for Educators
Net Smartz Workshop
http://www.netsmartz.org/index.aspx
Net Smartz is a website that offers tips and resources for parents, children, and educators about online safety.  Net Smartz devised a program where high school students, who are part of the Youth Advisory Board (YAB), as well as their mascot Clicky, teach elementary school children about internet safety.  
Comics for teens:

http://www.nsteens.org/comics/
Online safety videos with mascot, Clicky, for young children:
http://www.netsmartzkids.org/uyn/index.htm
Online and Offline Activities:
Online Activities 

· " Clicky's What 2 Do on the Web"

· " The Webville Outlaws"

· " Clicky's Challenge"

Online Games

· "Clicky's Coloring Book" 

· "Clicky's Comic Book"

· "Clicky's Picture Puzzle"

· "Clicky Creation"

· "The Webville Roundup"

· "Where's Clicky?" 

· "Clicky's Quest"

· "Scavenger Hunt"

· "Clicky's Dance Studio"

· "Maze Game"

Offline Activities

· "Clickers!" 

· "NetSmartz Coloring Book"

· "NetSmartz: Race to the Finish" 

Online Activities

· "NetSmartz What 2 Do on the Web"

· "Meet the WizzyWigs" 

· "WizzyWig Guessing Game I" 

· "Who's Your Friend on the Internet?"

· "WizzyWig Guessing Game II" 

· "Which WizzyWig is Which?"

Online Games

· "NetSmartz Coloring Book"

· "NetSmartz Comic Book" 

· "NetSmartz Picture Puzzle"

· "WizzyWig Make-A-Match" 

· "Clicky's Quest" 

· "NetSmartz Agents" 

· "Scavenger Hunt"

· "Clicky's Dance Studio"

· "Maze Game"

· "Inbox Defender"

Offline Activities

· "NetSmartz Activities!"

· "Clickers!"

· "NetSmartz Coloring Book"

· "Which WizzyWig Was It?"

· "NetSmartz: Race to the Finish"

Online Activities/Vignettes 

· "Meet the WizzyWigs"

· "WizzyWig Guessing Game I"

· "Who's Your Friend on the Internet?"

· "WizzyWig Guessing Game II"

· "Which WizzyWig is Which?"

· "Angela's Experience" 

· "Tracking Teresa" 

Online Games 

· "NetSmartz Coloring Book"

· "NetSmartz Comic Book" 

· "NetSmartz Picture Puzzle"

· "WizzyWig Make-A-Match" 

· "Clicky's Quest"

· "NetSmartz Agents" 

· "Dance Studio" 

· "Maze Game" 

· "Inbox Defender" 

Offline Activities 

· "NetSmartz Activities!" 

· "Clickers!"

· "NetSmartz Coloring Book"

· "Which WizzyWig Was It?"

· "NetSmartz: Race to the Finish"

Online Vignettes 

· "Cyberbullying: Feathers in the Wind"

· "Cyberbullying: You Can't Take It Back"

· "Cyberbullying: Broken Friendship"

· "Julie's Journey"

· "Teens PSA: "Promises"

· "Amy's Choice" 

· "Tracking Teresa"

· "Keisha's Crime"

· "Angela's Experience"

National Center for Missing and Exploited Children

http://www.missingkids.com/missingkids/servlet/PublicHomeServlet?LanguageCountry=en_US
The National Center for Missing and Exploited Children allows one to report and post missing or exploited children.  The Cyber Tipline is where one would report children that are sexually exploited on the internet. 

Cyber Tipline:
https://secure.missingkids.com/missingkids/servlet/CybertipServlet?LanguageCountry=en_US
Net Smartz 411

http://www.netsmartz411.org/
Net Smartz 411 is a website for parent’s to seek advice on how to address typical internet behavior and how to prevent problematic situations. 
FAQ from Parents:
  How many teens are actually engaging in sexting?
  What do online abbreviations/acronyms mean? 
  What does it mean to \"tag\" a photo on Facebook?
  How can I protect my child’s online reputation?
  Is monitoring software available for cell phones?
  How can I protect my child when he or she uses a cell phone?
  How do I select the right monitoring software for my family? 
  What is Craigslist? What are some safety tips for using this site?
  What parental controls are available for my child\'s cell phone? 
  How do I use privacy settings on Facebook?
  What is the WhosHere app on the iPhone? What are the risks?
  How do I use Verizon parental controls for cell phones?
  A teacher is revealing my child\'s personal information on a blog. Is this safe?
  What parental controls are available on the PS3?
  Are content filters available on a Mac?
  How can my child be safer while using a social networking site?
  What does “XD” mean?
  How do I talk with my child about Internet safety?
  How can I monitor cell phone use?
  Is it unsafe to post family pictures of children online?
  What are some tips for safer cell phone use? 
  What risks do children face online?
  How do I access my child\'s Facebook profile?
Web Wise Kids

http://www.webwisekids.org/index.asp
Web Wise Kids is an interactive program designed for classroom use, but could also be modified for home use.  Its lessons have games and activities geared towards students to display the dangers of real-life criminal cases.

It's Your Call - Tips, Educational Material and More Resources
Overview and Guidelines for IYC
Cell Phone Safety Tips For Parents
Cell Phone Safety Tips For Teens
Resources And Helpful Links
Statistics
In The News
Teacher Resources
Safe Kids
http://www.safekids.com/
Safe Kids is a popular website to access safety tips and current events about technology.
Safety Advice & Tools

· Child Safe Search
· Child Safety on the Information Highway
· Facebook privacy tools
· Family Contract for Online Safety
· Online Safety Quiz
· Safe Kids Song
Disney.com Online Safety

http://home.disney.go.com/guestservices/safety
Disney’s website has a section that addresses online safety and ways to monitor online behavior.  This is geared towards parents mainly.

Questions to ask your child:
· What sites do you visit?

· What do you do on those sites?

· Why do you go to that site?

· How much time do you spend on the site?

· Did you have to register?

· What information did they ask for?

· What information did you give?

Teaching these basics to your children is essential.

· When asked by friends or strangers, online or offline, never share Account IDs and Passwords.

· Don't reveal any personal identity information in your Screen Names, such as your birthday, hobbies, hometown or school.

· In any information exchange, like e-mail or chat, never give any personal information about yourself or someone else.

· Don't share photos of yourself, your family, or your home with people you meet online.

· Never open e-mails that come from unknown sources - DELETE them.

· If you receive mean or threatening comments online, don't respond. Log off and report the activity to your parents.

· Nothing you write on the Web is completely private. Be careful what you write and to whom.

· Never make plans to meet an online "friend" in person.

· WHEN IN DOUBT: Always ask your parents for help. If you're not sure, log off.

Here are some resources that you can use to shape your child's Internet usage:
· Many sites have guides for parents. Take a look to make sure that you understand how the sites your child visits approach safety.

· Some sites offer parental controls. Take advantage of parental controls to determine what your child has access to.

· Most browsers have settings that can block Web sites or entire domains. Use these controls to pre-select Web sites children can or cannot visit.

· Research software available that can monitor children's Internet use.

· Review the privacy policies of your child's favorite sites to be aware of what kind of information is being collected about your child, and how it is being used.

Online Safety Web Agreement:

http://a.dolimg.com/media/en-US/dcom/guestservices/safety/webagreement.pdf
Online Safety Tips for Kids:

http://a.dolimg.com/media/en-US/dcom/guestservices/safety/safetytips.pdf 
Get Net Wise

http://www.getnetwise.org/
Get Net Wise is a public service coalition devised by the Internet Education Foundation to give web users quick access to internet safety resources.  The Internet Education Foundation offer information and tools to teach web safety, privacy, security and spam issues to children.
Kids Safety:
[image: image6.png]@ )



Online Safety Guide
Learn about the risks kids face online, based on age levels or types of activities. Concerns about privacy are addressed as well. Also: Quick tips for kids, teens, and families.
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Tools for Families
Search or browse for Internet safety products, including those that filter explicit or violent content, monitor a child's Internet access, or limit time online. See sample contracts for kids' Internet use.
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Web Sites for Kids
Check out these links to great sites families can visit together! Explore educational or entertaining Web sites for kids, teens, and families.
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Reporting Trouble
Learn how to identify online trouble and get law enforcement contact information. Find national child advocacy groups that can help you recognize and report online trouble.

Kids Com Jr.

http://www.kidscomjr.com/home_flash.html
Kids Com Jr. is a website that offers educational games geared towards the preschool age, with one of them being an internet safety game. 
Internet Safety Game: 
http://www.kidscomjr.com/games/safety/safety.html
AT&T Internet Safety 
http://www.att.com/safety
AT&T’s safety coalition is an example of how internet access companies are striving to make the web a safe place for children.  The safety site gives parents tips for monitoring their child’s online behavior, such as how to set up parental controls.

What You Should Know:

· AT&T Online Safety Brochure
· Online Safety Educational Opportunities Fact Sheet
· Computer Viruses and Worms
· Spyware and Adware
· Spam
· Identity Theft: Spoofing or Phishing
· Protecting Your Personal Information Online
What You Can Do:

· Protecting Your World Fact Sheet
· Seniors Surf Safe and Secure Fact Sheet
· How-to Smart Limits Online Guide
· Set Surf Smart Limits
· Online Safety Initiatives
· Online Phishing Tutorial
· AT&T Wi-Fi Security Tips
· Internet Safety 101 for Parents
· Internet Safety Game for Kids
The Teacher’s Guide Internet Safety
http://www.theteachersguide.com/Internetsafety.html
The Teacher’s Guide is mainly a general teacher site, but there is a section that offers resources on online safety.  These resources include knowledge and tips for parents on the positive aspects of the internet as well as the dangers and risks.

Keeping Kids Safe Online:
What Parents Can Do 
The New Medium 
Email 
Browsing the World Wide Web 
Chatting 
Parental Control Tools 
Resources 
Safe Teens
http://www.safeteens.com/
Safe Teens is an internet safety resource for parents of teenage children.  It offers tips and recent news stories and posts regarding media issues.
Tools for Families

Teen Safety on the Info Highway 
Guidelines for Parents of Teens
Social Networking Tips for Teens 
Tips to Stop Cyberbullying 
Cell Phone Safety Tips 
Teen Sexting Tips 
Recent Posts

· Students react to school accused of using Webcam to spy on students @ home 
· MTV’s Sexting in America provides stark warning for teens 
· Youth take fewer risks than 20 years ago 
· Technology and teen ‘dating abuse’ 
· Back to school advice for safe & ethical social networking 
Safe Internet Surfing
http://www.safesurfingkids.com/
Safe Internet Surfing is a website that offers resources for educators and parents to teach online safety to children as well as recognize the dangers and risks involved.  There are free printable lesson plans for teachers or counselors to implement for classroom guidance as well as tips and tools for parents to use at home.
Resources:

	
	Materials
  Brochure 

  Lesson Plans 

  Written Agreement
Quizzes
  Parents Quiz
  Kids Quiz 
Safety Tips
  Tips for Parents 
  Tips for Kids
Internet Slang
  Internet Acronyms 

  Emoticons 

  How to Interpret 

  Numbers & Symbols 
Dangers 

  The Unknowable 

  Online Predators 
  Phones 

  Porn Warning Signs 

  Flaming & Bullies 
Protection

  Safe Portals 
  Protective Software 
  Approved Sites 

  Evaluating Browser Security 
  Reporting Illegal Activity 

  More Resources 
  Amber Alert 

  International


Cyber Smart
http://cybersmart.org/
Cyber Smart’s mission is to educate children on how to function in the 21st century by using technological resources appropriately.  Cyber Smart promotes facilitating technology to increase student collaboration.  Cyber Smart offers online workshops and student curriculums for educators on the topic of internet safety.

Five Online Workshops

· [image: image1.png]




 HYPERLINK "http://cybersmart.org/workshops/smart/safetysecurity/" Safety and Security Online 

· [image: image2.png]




 HYPERLINK "http://cybersmart.org/workshops/smart/mannersbullyingethics" Manners, Bullying, and Ethics 
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 HYPERLINK "http://cybersmart.org/workshops/smart/learningcreativity" Authentic Learning and Creativity 
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 HYPERLINK "http://cybersmart.org/workshops/smart/researchinfo" Research and Information Fluency 

· [image: image5.png]




 HYPERLINK "http://cybersmart.org/workshops/smart/challenges" Twenty-First Century Challenges 

Lessons by Grade Level:
· Grades K-1 

· Grades 2-3 

· Grades 4-5 

· Grades 6-8 

· Grades 9-12 

Safer Internet
http://www.saferinternet.net/
Safer Internet is a website that sponsors their service of providing a cleaner and safer internet by filtering information that is sent to your computer.  This service can be provided to families and businesses.  Safer Internet offers an index of appropriate internet resources for all age levels and interests.

Family 

Coshocton Events
Focus on the Family
Family Life
The Dove Foundation
Martha Stewart
Parents 

Baby Online
Children's Rights Council
Kid Source
Kids 

Veggie Tales
Children's Television Workshop
Cyber Kids
Mister Roger's Neighborhood
National Geographic
Real Kids
Club Z
Teens 

American Literature
Sports Illustrated  for Kids
Nye Labs Online
Public Library Youth Division
All about Frogs
Wired Owl
ZuZu
Education 

The Electronic Zoo
Insect World
Animal Pictures Archive
Heart Preview Gallery
Amature Science
National Student Research Cen.
Library of Congress
Webster's Dictionary
Hubble Telescope
NASA
Discovery
Web Museum
Nye Labs Online
Smithsonian Magazine
Safe Child Internet
http://www.safechild.org/internet.htm
Safe Child Internet offers information and tips on how to teach children how to use the internet safely, to monitor their online behavior, and how to address problematic issues.
SAFETY ON THE INTERNET
         KIDS ON THE INTERNET
         MONEY AND THE INTERNET
         RISKS USING THE INTERNET
         SAFETY ON THE INTERNET
         BASIC GROUND RULES
         RISK-TAKING BEHAVIOR ON THE INTERNET
         MONITORING CHILDREN'S USE OF THE INTERNET
